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1.0	Overview

Last Date Revised: 02/14/13


This policy outlines the procedures and responsibilities for Data Center Operation Floor. The included guidelines must be followed by all personnel accessing the Data Center Floor.

2.0	Policy

	        
The Data Center Operation Floor policy states that any individual must have prior approval before entering the Operation area. All individuals must sign in and out of the Data Center floor log, and must be escorted at all times by designated personnel.

If an escort is not provided, then the work cannot be performed. The requirement for escorts is inclusive of all groups. This is applicable to core hours. However, an escort is required for all vendors at all times upon entry.

All requestors requiring entry to the data center to perform change activity must present their change request records or helpdesk ticket at the time of entry, unless it is an “emergency access”. You are allowed (1) one hour of preparation time prior to performing an approved change.

	

3.1 Procedures


	        The following steps must be followed:

1.	Inquire who the Requestor is and what is the nature of the Requestor’s business before entering onto the Data Center Operations Floor.
2.	Verify the Visitor has the Approved Data Center Access Request Form from the Requestor.
3.	Verify that an approved Change Request (CR) or Help Desk ticket has been approve for production work, routine maintenance or emergency access.
4.	Ensure that the Requestor and Escort signs in and out the Operations Visitor Log. (See Data Center Visitor Checklist for requirements).
5.	Ensure that the Data Center personnel records the Request number, CR or Help Desk ticket number in the turnover log for each shift.
6.	Contact one of the following service areas for an escort: Server Ops, NOC, Mainframe Systems Programmers and Facilities.




•	If an escort is not provided, the Operator must contact the approver.
The exclusion to this requirement is during non-­‐core hours as stated in
the Data Center Visitor Checklist.
•	If a key is required to access hardware, Data Center personnel will give
the key to the escort only.

3.2	Server OPS Procedures

Upon completion of the Operation Procedures, Server OPS will perform the following procedures:

•	There will be no server work performed during normal business hours; except during an emergency outage with approval from Server OPS Managers.
[bookmark: _GoBack]•	The Escort will return key to the Data Center personnel upon completion of work.

3.3	Facilities Procedures


Upon completion of the Operation Procedures, Facilities will perform the following procedures:

•	Access for routine maintenance work will require a Help Desk ticket.
•	After hour repair work that requires systems to place into bypass or disabled
will require an emergency CR.


3.4	Network Operations Center (NOC) Procedures


Upon completion of the Operation Procedures, the NOC will perform the following 
procedures:

•	All work must have an approved CR or active Help Desk ticket (Break/Fix) before access can be granted to the Data Center Floor
•	Must provide the Data Center personnel with a hard copy of the approved CR prior to any visitor performing any work on the Data Center Floor.

3.5	Mainframe Systems Programmers Procedures

Upon completion of the Operation Procedures, Mainframe Systems Programmers will perform the following procedures:

•	All work must have an approved CR or active Help Desk ticket (Break/Fix) before access can be granted to the Data Center Floor.
•	Must provide the Data Center personnel with a hard copy of the approved CR prior to any visitor performing any work on the Data Center Floor.
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