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VPN login instructions for Windows Users

If you have used Pulse Secure client to login to VPN, please open the client
and remove the connection entry. A new connection entry will be installed
upon successful connection.
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. Please use Internet Explorer to login to VPN Using Internet Explorer reduces
number of steps required and provides a better user experience when login
to VPN. Subsequent logins, you can directly login from Pulse Secure
client.

Open Internet Explorer and go to https://vpn.dc.gov. To open Internet

Explorer, click Start button (E) in the bottom left corner of screen and type

‘internet explorer’. Internet Explorer will appear and click Internet Explorer

(=) Internet Explorer

= Desktop app

Desktop app ( )
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2. You may see a prompt with certificate warning ‘Pulse Application Launcher
— Security Warning’ Please check ‘Save Settings’ and click ‘Yes’

Pulse Application Launcher - Secunty Waming X

Connecting to : vpn.dc.gov

,J‘ N Theeisa peoblem with sita's security cestificate

P The cedtificate is not tusted
° The cetficate date i1s vahd
° The name on tha certificate iz vald

[V Save seltngs

Do you want to proceed ?

@ No | View Cetficate | |

3. You may see a prompt with certificate warning ‘Pulse Application Launcher

—Warning’ Please click ‘Always’
Pulse Application Launcher - Warning

Do you want to allow Pulse Secure to contact the server?

Server : vpn.dc.gov
=D L=
o T —_

4. You will see a prompt asking you to Allow add-on ‘PulseSetupClientATL ActiveX
Control Module’, click ‘Allow’. Please note that ‘Loading Components...” may
take up to 2 minutes first time.
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Loading Components...
Please wait. This may take several minutes.

® Host Checker

If an error prevents a component from loading properly, you can click here to continue. |

This webpage wants to run the following add-on: ‘PulseSetupClientATL ActiveX Control Module’ from ‘Pulse Secure, LLC'.  What's the nsk? Allow ¥

5. Click ‘Always’ when prompted.

Setup Control - Warning X

Do pou want to download, install, and/or execute software from the
following server?

Product Name: Host Checker

Software Name: dsHostCheckerSetup.exe

Server Mame:  vpn.dc.gov

@ Yes | Mo I

6. Enter your DCgov email address and click ‘Submit’
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* Kk *
 —
GOV s

Enterprise Remote
Access

Please enter your UserlD below.

DC Gov Email Address

Restart Login

Copyright 2017 Office of The Chief Technology
Officer. All rights reserved.

7. Select an authentication method and click ‘Submit’.

Please note that ‘Send login confirmation link to xxx-xxx..” option allows you to
receive a confirmation link via SMS/Text. Open the text and click the link to
complete sign-on process.

Please choose the delivery method for your Passcode.

© Phone/Mobile xxx-xxx-1400 Voice @ SMS/Text

Send login confirmation link to xo-xxx-1400
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8. Enter the 6-digit passcode and click ‘Submit’

Note: If you experience problem receiving a text message and would like to
switch to voice, please click the link below the ‘Submit’ button to go back to
the previous screen.

Enter the code that you just received on your phone

Passcode:

nn
n

Submit

Please click here to use an afternate registration method.

9. Enter your DCgov email password and click ‘Submit’

Please enter the password associated with your User ID.
DC Gov Email Address

donald kim@dc.gov

Password:

K

10. You should see the following upon successful login.
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Welcome to the Secure Access SSL VPN, aaa@yahoo.com.

Web Bookmarks || EEE

You don't have any web bookmarks.

[p— | =g v |

You don't have any terminal sessions.

Client Application Sessions ||| ‘ |

Pulse Secure Start
=== |

Also, you may see ‘Pulse Secure Connected’ when you point your mouse over
Pulse Secure Client in the in the System Tray (bottom right corner)

e
-3 Pulse Secure: JREHFAE
bl Connected SRt

11. Please click ‘Sign Out’ to end your VPN session.

Logged-in as: m
aaa@yahoo.com Home
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